SdistArray = aay();

Srow = mysqli_fetch_assoc($result);
ScorrectAnswer = $row['Correct'];
SdistArray['A'] = Srow['Anum'];

$distArray['B'] = $row['Bnum'];
$distArray['C'] = $row['Crum'];

$distArray['D'] = $row['Dnum']; < D D 0
sdistArray['Correct'] = ScorrectAnswer; ; : ;
$distArray[‘Answer'] = rtr‘ll(Sroulscorncmullr]. 3

§di stArray['Query'] = wSELECT * FROM TechTerss WNERE Dates'idate’"}

return $di stArray}
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Why Neterra ?
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200+ Global Points of Presence (PoPs)
bb cities
hhH countries
6 continents
9000+ directly visible ASNs
0+ IXPs connected
~H0% of all IPv4 prefixes



DDoS attacks
affect your
business !

Direct financial losses

Data theft

Harm to reputation

Loss of customer trust

Reduced sales

Time and money investment in dealing
with harmful consequences

Drop in search engine rankings
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Smart Blackholing Secure Cloud Complex solution Firewall Protection
Secure Cloud & Firewall Protection




NETERRA

Neterra is your
best choice

e 7/+years providing reliable and secure
telecom services

e A full range of telecom services

e |[mmediate DDoS attacks filtration

e Online portal - DDoS protection

e Customer support and real-time monitoring

and notifications



Cloud Solution

Secure Cloud Protection

0o
— @ —— NETERRA > ()

Secure Cloud Client

Internet traffic

e | 3-L7 attack protection e Secure Cloud - local and international
e Dig capacity attacks e no extra RTD added



Appliance Solution

Firewall Protection

packup Connectign

o
._)NETERRA._)%.__)‘ NETERRA clean traffic

Client

Internet traffic

Firewall Protection

e | 3-L7 attack protection e fail-safe back-up for each other
e small&low attacks e no extra RTD added



Combined Solution

Secure Cloud + Firewall Protection

o)

l Secure Cloud
NTERNATONALI gackup Connection
g h o
NETERRA e—r+--— o—)NETERRAm
LOCAL & INTERNATIONAL cuent
I Firewall Protection
LOCAL
e | 3-L7 attack protection e fail-safe back-up for each other

e small&low and big capacity attacks e no extra RTD added



Neterra Smart Blackholing

Attack detected @@= Actions taken

Vg N
Attack starts Attack mitigated
Ve N
o
Internet traffic\e—> NETERRA NETERRA o— E 0—)9
Client ISP Client
e Automatic attack detection and mitigation e SMS and email live notifications
e Automatic service recovery e Monitoring system and detailed statistics

e Client portal (activate/modify) e 24/7 proactive professional support



Benefits

e Mitigates all types - close to the attack source & destination
e White label control & monitoring panel option per customer
e Stops big volumetric attacks (>3Tbps]

e No additional latency added

e Opportunity to combine with other services for protection

e Proven working solution

e 24/7 proactive expert support

e (Online Monitoring System

e SMS & Email notification

e Detailed analysis/statistics and attacks history




Control Panel

Dashboard  Ongoing  Users  Statistics - Softings - Info - SecureCloud Settings  Change lag

Email Bcybarcrime
Name
Phane
Company CyberCrime
Ll User
Appliance Secure Clowd/Firewall
Matwork Delote Anack Graph Protection info
04156, 247208 L} = -]
94,156, 24208 =
Attack Graph X
Attack count —
e s =
3
: “’_—.\
| ./ |
[
[
- Aok Gt

Close

e Add a network to protect
e Setrules per network
e SMS & Email notifications per network




Control Panel

Hetwark ;
DR or lnaron blank for all networs m
From date : 2023-05-22 | T date ;| 2023-08-23 @Secure Cloud  Firawall Protection
Esport CSV
3 Stant Duraticn  Action Type
N3 2003-05-23 14:10:31 EEST O00a3 Fier ON righ it ol UDP L]
AL A8 FRI-05-20 14:0458 EEST 0005AT  Fiter ON Figh L)
18R 20 FEI-05-20 140530 EEST Ofrisead Firver O nigh rarte of UDF irdo
Me2._ 1288 2003-05-23 14:00:41 EEST o023 Fiter ghar oG 1
13RS 20 FI-05-20 1 2:599 EEST 00053 Fierd Gloud Amk II'IfD »
FIAEREN ] FI-05-23 13:50000 BEST ofidas  Fierd
N 2003-08-23 12:4927 BEST 00048 Fier O
Me2: 258 FI-05-2D 1 2:49:25 EEST 000850 Piteral i Src IP DstIP Dst Port Proto Lan IP Timestamp
FIRE ) FI-08-2D 12:85045 BEST o00s2s  Pierd %
R I \ emmc | CIDRoOrleaveblg 173134 70 3113, 133 58381 17 217 2023-05-23 11:10:30
TR T 200 SATHOMZ ENE B Lo 173,194,574 70 3118133 58381 17 1278 2023-05-23 111030
BT121.. 148 2020523 133644 EEST ooosm  Fmerc  From date :|2023-
T — . 173.194,..70 313, ., 133 58381 17 1278 2023-05-23 11:10:30
SERSNSIS (S =N, HENESEL IS Expon GV 173,184,570 31,13, 7133 58381 17 1278 2023-05-23 11:10:30
EIRE N 1.} FOPA-04-23 13:2540 EEST 000832 Fiterd
BTIZ1 nas 030523 13:1438 EEST 004348 FrerO 17319 70 3113, 10133 58381 17 1278 2023-05-23 11:10:30
BTIZ1. 48 2003-05-23 13:09:29 EEST ooteas  Fmero WP
173,194, 7O 33 133 58381 17 1278 2023-05-23 11:10:30
183109, 200 20203-0%-23 13:07:11 EEST ooodd Fmerd 3113, A133 Inife
ana. LC1) 202340523 130239 EEST 0003s Fiter O 31.13. n'las 173.'“;‘“.‘?0 31||3\_ o 133 sml 1? |2m mmza 1 |:1&m Infe
Bra21.. . ..nas 2003-405-23 12:58:48 EEST o827 Fiter O
BTIZL. 145 Z023-05-23 12347 EEST oooszr  Fmers 193,109, w202 17319470 N3 198 s 7 1278 2023-05-23 11:10:30 Info
9182, 255 173.194. 70 3113, 133 58381 17 1278 2023-05-23 11:10:30 Info
193,108, 201 173,194, 70 .13 133 58381 17 1278 2023-05-23 11:10:30 Info
3113 138 173.194. 70 31.13. 133 58381 17 1278 2023-05-23 11:10:30 Infa
A 173194, 70 313 133 58381 17 1278 2023-05-23 11:10:30 Info
919230200 178,184, .70 3113 138 58361 17 1278 2023-05-23 11:10:30 Inie
3113 134 Info
173194 TO a3 133 58381 17 1278 2023-05-23 11:10:30
9543 4 Info
173194 70 3133 133 58381 17 1278 2023-05-23 11:10:30
183108 200 Infa
173194, T 3113 133 58381 17 1278 2023-05-23 11:10:30
B7.121. 145 Info
173,194, 7o a3 133 Sa381 17 1278 2023-05-23 111030
3113 138 Info
87.121 145 173194, TO EIR KN 133 58381 17 1278 2023-05-23 11:10:30 Infe
315015 173.194. 70 3113 133 58381 17 1278 2023-05-23 11:10:30 info
87121 145 173.194. 70 3113, 133 58381 17 1278 2023-05-23 11:10:30 infa
87121, 145 173484, ..., T EIREE 133 58381 17 1278 2023-05-23 11:10:30 Infa
193.108 = 200 173.194. 70 3113 133 58381 17 1278 2023-05-23 11:10:30 Info

e Detailed attack statistics & logs
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Copybara. javascripes

Cotegory.del€te-?
Shou'\_dﬂ K ‘.“ﬂtd‘en

config.integrott
% | with. test.f*
with, 11000

end

neterra.net @

CONTACT@NETERRANET @

end

NETERRA

telecommunications



